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FORESCOUT . Cases

Phishing Attack Unique Indicators

Indicators
Case Details

DESCRIPTION
Spotted a complex phishing attack, malware present Assigned To Justin Foster (justin foster@orescout.com)

user_name
system Requested By  Justin Foster (justin.fosteré
event_description

network connection detected: rulename:

technique_id=11086 technique_name=powershell ulctime: 2021-05-13 20:11:49.625 Detection High

processguid: {68e09e0c-8808-609d-274b-040000008200} processid: 60700 image: Severity
ciwindows\system32windowspowershellw1.0\powershell exe user: nt authority\system

protacol: tcp initiated: true sourceisipvé: false sourceip: 192.168.245.2 sourcehostname:

&16dn64a-s1e7.exg7.exghost local sourceport: 24980 sourceportname: - Status Detection And Analysis E Created By
destinationisipvé: false destinationip: 192.168.245.230 destinationhostname: testuser

destinationport: 135 destinationportname: epmap

winlog_channel

mwc:‘(t;gsofl-wmdnws-sysmnm‘opermwona\ Chain Phase

op_code Resolved By
info Incident
:;0370& process_id Category

Case Type

Time Created

Cyber Kill
¥ Command and Control Time Resolved

Malicious Code Resolve Reas...

Comment
protocol o8 .
o HOST ultrabook

INCIDENT ANALYSIS ‘ SOMMENDATIONS
process_guid iate Quarantine
{6BE09EOC-8808-609D-274B8-040000003200}

user_type

user

src_host_fqdn

e16dn64a-s1e7.exg7.exghost local

MITRE ATT&CK® ! Linked Cases

Initial Ac There are currently no cases linked to this case
Initial At

Execution
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